Abstract-Wireless Sensor Networks (WSNs) are evolving rapidly towards specialized application technologies aimed at enhancing monitoring capabilities in the environmental and safety domains. The recent trend of advancing wireless telecommunications technology and sensor design suggest that WSNs will soon find its way into our homes, industries, and natural surroundings. Current WSN research focuses on lowering power consumptions, and providing rigid network performances in terms of bandwidth availability and data rates. The objective of this paper is to develop an application framework for implementing a number of environmental and safety applications. We discuss the major elements of this framework including: Over-The-Air-Programming (OTAP), communication and network configuration, sensors manageability, power efficiency, alarm generation, and finally remote connectivity.
I. INTRODUCTION
WSNs technology is genuinely moving towards addressing many challenges at different frontiers. Nowadays, WSNs are used in the agriculture industry to monitor the growth of fruits and vegetables, the farming industry to identify stress levels in livestock, the health system to measure patients biometric parameters (heartbeats, breathing rates, movement,etc...), and smart metering applications for efficient management of power consumption in the domestic and industrial regions. In this paper, we discuss a framework architecture for assisting with application development using standard off-the-shelve WSN platforms (Waspmote and Meshlium). The technological concepts discussed in this paper are as follow:
A. Real Time Clock (RTC)
This paper presents a technique for managing energy and power consumption in the sensor nodes using the RTC. The RTC is used as follows: firstly, to perform synchronized sensing operations. Secondly, utilize radio sleep-modes to reduce the energy consumption in the system. The main issue addressed by our application is frequency variation in the detection process, that is, to control the timing requirements for implementing the tasks such as sensing and wake/sleep timing.
B. OTAP (Over The Air Programming)
An application based on OTAP is presented in this paper, which has the ability to reprogram sensor nodes over the air, thus it eliminates the need for wired cables or on-site human interventions. The use of this application shows definitive improvements in time efficiency (maintenance), data acquisition (access to node SD card contents), and stability (troubleshooting nodes over the air). In addition, this application allows the user to modify nodes network parameters such as communication channel, encryption and security keys, and loading different programs on the microcontroller.
C. Management and Sensing Algorithms
There are two types of algorithms which are discussed in this paper; firstly, sensing algorithms are implemented to assist with execution of node operations, measurements interpretation, and environmental assessments (risks and dangers). Secondly, management algorithms which address node failures, energy regulation, and alarm generation. For example, the low battery detection technique is used to set threshold limits on energy allowances for different processes such as transmission and sensing.
D. Internet Access
This paper presents techniques for enabling remote communication between the WSN and the outside world (Internet). Meshlium uses multiple communication modules (WiFi, Ethernet, and 802.15.4), it is configured as an access point (AP) between WSNs and the internet. The AP provides high-level functions such as e-mail messaging, database management, long-range links, and OTAP capabilities.
II. BACKGROUND
WSNs consist of a large number of inexpensive sensor nodes which are relatively small in size and non-complex in nature. The building blocks of these devices include a microcontroller, radio, sensors, and batteries. The microcontroller is the heart of the sensor node and it is responsible for all computation and processing. The radio processor has full control of radio features controls parameters such as transmit/receive mode, channel switching, and radio standby mode. The on-board sensors are used to collect information about the environment such as temperature, humidity, light, motion, etc. Furthermore, the real challenges arise at the time of deployment or the immersion of WSNs into the actual application. The biggest of these challenges [1] include: -• Power management: Energy awareness and adaptability to changing conditions to reduce power consumption in sensor nodes has been a key in conserving energy and extending the life time of a sensor network. The sensor nodes needs make intelligent decisions to effectively change the power mode that dictate the state of the sensor network. So if a node transmits data once every 1 hour, the radio will turn on during data transmission and then will be instructed to go in sleep mode until the next data transmission is required. • Balanced energy consumption: Many-to-one data communication can cause an unbalance in energy consumptions in sensor nodes especially those nodes that lay close to the sink node that experience a higher data traffic due to relaying of data from nodes that lay further away from the sink. These irregularities in power consumption among the nodes will result in a decline in the sensor nodes active life duration.
• Network dynamics: In some applications, mobile sensor networks are used in order to improve energy efficiency or balance power consumption. However mobile nodes can cause unpredictable results and frequent topological changes in the sensor network.
• Transmission bandwidth: Large data transfer is simply not suitable in wireless sensor networks because unlike laptops which have large batteries that are more than capable in lasting more than a couple of hours of data bombardment, sensor nodes use small batteries, typically AAA or AA, which would not handle this exuberant amounts of data.
• Node failures: The sensor network must use intelligent algorithms that are capable of dealing with network demands in the case where one or more nodes fail. From a routing perspective, the network must be able to guide data through different routes and avoid packet dropping if the first route encounters a dysfunctional node.
WSNs are application oriented and for many years researchers have been modernizing the approach towards WSN applications by incorporating various technologies and services for seemingly simpler operations and extended outreach to the general public. The integration of WSN into the world-wide-web and the internet reveals this technology is raising public awareness regarding its existence [2] . The purpose is a genuine need to enhance the quality of our lives and care to our environment [3] . For example the study in [4] presents a WSN application which monitors the pollution levels exhumed by cars and buses to measure the air quality levels around cities and major industrial areas. Another study [5] demonstrates the ability to integrate numerous communication protocols such as Wi-Fi, Zigbee, and 3G to provide high monitoring capabilities in order to manage peak traffic and minimize vehicles toxic emission rate around major cities. Furthermore, the studies in [6] , [7] illustrates the use of indoor WSN to monitor patient's health in regards to the air quality in that particular environmental.
III. SYSTEM ANALYSIS This section describes the major components of the application framework which includes:
• Communication and network configuration.
• Over-The-Air-Programming (OTAP) implementation.
• Sensor deployment and integration.
• Remote communication implementation.
• Alarm generation.
A. Communication and Network Architecture
The system architecture for WSN communications is illustrated in Figure 1 , which includes node configuration, methods of transmission, and 802.15.4 functionality. Certain conditions apply on 802.15.4 radio modules, which are essential for ensuring pointto-point (P2P) communication between the Waspmotes. Configuration of radio parameters is achieved by three different methods: X-CTU, serial AT commands, or node programming. Radio modules must be initially programmed to adhere with the following specifications:
1) All nodes must operate on the same channel: Waspmote uses the Xbee-802.15.4 radio module which operates on 16 different channels (0x0B~0x1A). All nodes must be on the same channel in order to communicate between each other. If two nodes are not the same channel they will not be able to exchange information, thus data will be lost. 2) All nodes must operate on a common Personal Area Network (PAN): Independent networks can exist on the same communication channel, but each with a different PAN-ID. Therefore, each WSN must use its own unique PAN-ID in order to distinguish them.
3) All nodes must share the same AES encryption key: Waspmote encrypts data payload with 128-bit key using AES-CTR (Advanced Encryption Standard). Loss of data will occur if these security measurements are not addressed in the initial setup. 4) Baud-rate and API configuration: Waspmote UART baudrate is configured at 38400-bps, and uses mode-2 API. Over the Air Programming (OTAP) is a concept used extensively in WSN telecommunications to update firmware and patch security vulnerabilities in sensor nodes. Figure 2 describes the uses of applications based on OTA functionalities. The main functions are: 1) Enable OTA node upgrade, that is, wired communications are not required. 2) Perform node diagnostics to troubleshoot and maintain WSNs. 3) Modify network parameters of the radio modules such as comm. channels and security keys. 4) Perform node discovery functions to isolate inoperable nodes.
B. Over The Air Programming (OTAP) Architecture

C. Power Management Architecture
Energy is a primary concern in our WSN. Sensor nodes have limited energy to supply, hence they must make intelligent decisions which can help conserve energy use. Figure 3 represents the methods we use to reduce power consumption by nodes; Firstly, by using the RTC. Secondly, by utilizing low battery interrupt routines. These methods are used to manage the execution of tasks, and to handle the timing requirements set by the application. Our tests have demonstrated a number of improvements in the operational life-time of the WSN and in power efficiency. 
1) Real-Time-Clock (RTC) Programming:
The RTC [8] is used to develop highly flexible and dynamic WSN applications. The main feature of the RTC is the synchronization between WSN tasks and real-time data, in which enables timely execution of functions at a very low and accurate level. The RTC operates in 24-hour cycles, therefore it enables WSNs to synchronize tasks in the conventional way, that is, according to the time (hour,minutes,seconds), days of the week, and the date (day, month, year). The RTC provides proper signaling to hibernated nodes; In hibernation mode, the nodes experience very low power consumption since all its components are switched off, however with the exception of the RTC which runs off a separate battery. Therefore while the micro-controller, radio, and sensors are all switched off, the RTC remains operational until it is time (userdefined) to provide the signal which turns the node back on.
2) Low Battery Interruption: The low battery interrupt is utilized when the voltage level across a battery drops below a defined threshold. A critical battery detector circuit [9] is used to detect voltages across different components. The voltage levels are calculated based on the changes of resistance (Ω) in the detector circuit. Dynamic modification of the threshold levels allows to monitor the consumption in individual components prior to execution of tasks. Operations such as sensing, radio transmission, and GPS/GPRS communication have different energy requirements to operate, therefore the detector circuit is applied to determine whether sufficient energy is available to execute the task; if the battery is running low, the task is skipped and an alarm is issued.
D. Alarm System Architecture
The alarm system architecture illustrated by Figure 4 specifies the types of alarms which are generated by the Waspmotes (nodes), and Meshlium (gateway). The Waspmote alarm is implemented using an attached GPRS module which enables it to send an SMS or make a voice call to a mobile number. The Meshlium uses the Internet to generate different types of alarms such as e-mail and twitter messaging. 
IV. SYSTEM PERFORMANCE A. Communication Performance in Outdoor Mesh Networks
This experiment is setup to investigate the performance of the AODV routing protocol in outdoor mesh networks. The functions of this sensor network are: 1) Measure concentrations of various gases and temperatures around the forest area. 2) Send the sensor measurements node data to the gateway once a minute using AODV routing protocol. A mesh network consisted of 5 nodes was formed around a forest-like environment. Nodes were securely attached onto tree trunks to prevent them from being damaged (impact, wind, etc.), then once a minute each node would transmit data to the basestation using multiple hops ( Figure 5 ) when needed. The basestation was placed in coverage range with only 1 node to ensure multi-hop communication rather than P2P. Table I summarizes the characteristics of the mesh network including the radio frequency, distances between the sensor nodes, and communication protocol. 
B. Data Security in Sensor Networks
This section demonstrates the methods of compromising the security of a sensor network in order to retrieve the data payload from the nodes. In addition, we highlight the use of the AES (Advanced Encryption Standard) protocol prior to transmission for an increased level of protection against hijack attempts or any malicious activity that comprises security of the sensor network. which transmitted without encrypting the payload, and another 2 nodes (B & C) which used AES to encrypt their data prior to transmission. We setup the Texas Instrument's 802.15.4/Zigbee packet sniffer to listen for any incoming data transmitted by the nodes. In addition, we used the Waspmote gateway to intercept all the encrypted data from the WSN's devices. The results of this experiment are summarized as follow:
1) Nodes A,B are using non-encrypted payload and therefore an intruder may easily sniff out the data. 2) Nodes B,C provide a secured method of interchanging data in a WSN using the AES protocol to encrypt datapayload prior to transmission. Only nodes that share the same encryption key are able to correctly decrypt the data to their real form.
C. Sensor Calibration
This section describes the procedures for undertaking the calibration process using the nominal output resistance at normal air levels as the reference point for various types of gas sensors. For example, Figure 7 represents the voltage output response of the air containments sensor [10] which is calibrated at air levels given that the typical output resistance is somewhere between 10 ∼ 90 kΩ. It can be observed that after a few cycles the voltage is stable at 0.2-V, and this voltage corresponds to resistance of 11 kΩ which is within the acceptable range. This process is applied to all the remaining sensors, and consequently we obtain calibrated results which are used in air quality WSN implementations. 
D. Risk Models and Emergency Handler Functions
The sensor nodes use risk analysis techniques to trigger alarms when abnormal concentrations of flammable or toxic gases are detected. We developed several feedback-response functions based on different types of risks which include: 1) Pollution risk.
2) Fire risk. Assuming that a given sensor node has detected an abnormal concentrations of CO 2 in the environment. The node instantaneously triggers the digital pins to power the radio and GPRS modules in order to transmit the alarm signal. Each alarm message has the GPS coordinates, node information, and the time of emergency data, which are used to locate the fire efficiently. We will illustrate the behavior of the nodes the moment the alarm is detected using the following software implementation in pseudocode. 
E. Remote Connectivity
In this section, we present the system architecture depicted in Figure-8 which is used to facilitate remote access (SSH) communications to manage, control, and modify WSNs device parameters. For this system to work, it requires a configured internet connection (at the remote site), WSN nodes (Waspmotes), and WSN gateway (Meshlium). The gateway node runs several radio modules including Wi-Fi (2.4/5 GHz), and 802.15.4/DM, therefore enabling data exchange among the different protocols. We have developed a program used by Meshlium for acquiring the WSN data. The program consists of functions used to retrieve the data from the radio device, then separates the RF data from the frame in order to store the required information in local files, or databases. We configured an e-mail server on Meshlium to send alarms and sensor measurements to users. The gateway supports multitasking functions (forking), hence the program will continue to operate without being interrupted by the alarm. We developed the function which allows the gateway to transmit e-mail alarms as demonstrated below. i f ( pid == 0) { FILE * f i l e ; f i l e = fopen ( " / . . . / z i g b e e S t o r e r / msg . t x t " , "w" ) ; i f ( f i l e ==NULL) { f p r i n t f ( s t d e r r , " E r r o r : can ' t c r e a t e f i l e . \ n " ) ; } e l s e { f p r i n t f ( f i l e , "SENSOR VALUES" ) ; p r i n t f ( " f i l e c r e a t e d . \ nSending m a i l . \ n " ) ; f c l o s e ( f i l e ) ; s y s t e m ( " ssmtp <e−mail > < / . . . / message . t x t " ) ; } } } }
V. CONCLUSION
The recent advances in wireless communications and sensor technology will shape the future of WSN hardware, software, and applications. WSNs will soon become part of our daily lives; from observing hospital patients vital signs to monitoring our pets for signs of distress and discomfort. Environmental monitoring will also receive a huge reception due to all the problems we are currently facing such as increased pollution in cities, inefficient waste disposal methods, and tackling various threats to the ecosystem such as the spreading of wild fires or the polluting of oceans with toxic chemicals. In this paper, we presented various architectures which can be used as the underlying framework to many applications. The application framework included specifications for network communications, over the air programming (OTAP), power management, remote connectivity, and alarm generation systems. We have conducted practical experiments to measure communication performances in outdoor environments, multi-hop networks, and data routing. In addition, we provided software implementation of the algorithms used in sensing applications, risk modeling, and emergency handler functions.
